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DETAILED ACTION 

Claims 1-45 have been considered. 

Claim Rejections - 35 (JSC § 102 
5 The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for 

the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
10 States. 

Claims 1-4,7-12,15,18-22,25-31,34-39,42, and 45 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Richards, U.S. Patent No. 6,069,957. 

15 

As per claims 1,10,15,19,28,37, and 42, the applicant describes a method comprising the 
following limitations which are met by Richards: 

a) generating a list of update keys on a key distribution center system based on a table of secret 
keys identifying valid and invalid receivers of a plurality of receivers, said list of update keys allowing valid 

20 receivers to decrypt a valid content key using update keys obtained from the list of update keys (Col 4, 
lines 52-67; Col 9, lines 12-31); 

b) generating a multiple nested list of decryption patterns based on the list of update keys (Col 9, 
lines 12-31); 

c) broadcasting said multiple nested list of decryption patterns to the plurality of receivers (Col 1 , 
25 lines 25-31); 

d) recovering a content key from the list of update keys by recovering a set of update keys for 
each receiver from the multiple nested list of decryption patterns and using the set of update keys to 
decrypt the content key (Col 9, lines 12-31); 
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Regarding part a), the key distribution center maintains a list or table of all the secret customer 
keys. The table identifies valid and invalid receivers because the valid receivers have a secret customer 
key in the table and the invalid receivers are the ones that are not reflected in the table. 



5 As per claims 2,11 ,20,29, and 38, the applicant describes the method of claims 1,10,1 9,28, and 

37, which are met by Richards (see above), with the following limitation which is also met by Richards: 

Wherein generating a list of update keys comprises generating at least one intermediate key and 
one content key (Col 9, lines 12-31); 

The intermediate keys are the CUSTOMER_CODE, which is the unique secret key of the 
10 customers maintained in the table of valid receivers, and the PK. The content key is the SK. 

As per claims 3,12,21,30, and 39, the applicant describes the method of claims 2,11,20,29, and 

38, which are met by Richards (see above), with the following limitation which is also met by Richards: 

Wherein said generating at least one intermediate key and one content key comprises randomly 
15 generating said at least one intermediate key and one content key (Col 13, lines 48-49). 



As per claims 4,22, and 31 , the applicant describes the method of claims 3,21 , and 30, which are 
met by Richards (see above), with the following limitation which is also met by Richards: 

Wherein authorized receivers will receive an intermediate key that allows recovery of a valid 
20 content key and unauthorized receivers will receive an intermediate key that does not allow recovery of a 
valid content key (Col 14, lines 39-49); 

In a second embodiment of the invention (Col 11, lines 14-22) which is similar to the embodiment 
described in the rejection for claim 1, Richards discloses that the intermediate key CAK can be changed 
according to such things like billing practices. Those who have the valid updated CAK intermediate key 
25 will be able to get to the content key, SK, while those who do not have the valid updated CAK (such as 
those who haven't paid their bill) have an intermediate key which does not allow the recovery of the 
content key, SK. 
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As per 01811715 7,18,25,34, and 45, the applicant describes the method of claims 1,15,19,28, and 
42, which are met by Richards (see above), with the following limitation which is also met by. Richards: 

Wherein said recovering a set of update keys for each receiver from the multiple nested list of 
decryption patterns comprises parsing said multiple nested list of decryption patterns to locate an entry 
intended for a particular receiver based on detection of a predetermined test pattern included in an entry 
in the multiple nested list of decryption patterns (Col 9, lines 63-67); 

The applicant discloses that "the purpose of the test pattern is to enable the receivers to locate 
keys intended for that receiver within the list of keys" (Applicant: page 11). The predetermined test 
pattern is therefore included to alert the receiver of how to decode and parse the incoming data with 
regard to the levels of encryption and the various keys used to encrypt the data for the receiver. Richards 
discloses that a header, or predetermined test pattern, alerts the receiver that the packet is a code packet 
and tells the receiver how to handle it. 

As per claims 8,26, and 35, the applicant describes the method of claims 1,19, and 28, which are 
met by Richards (see above), with the following limitation which is also met by Richards: 

Further comprising broadcasting content encrypted with said content key (Col 9, lines 26-31). 

As per claims 9,27, and 36, the applicant describes the method of claims 8,26, and 35, which are 
met by Richards (see above), with the following additional limitation which is also met by Richards: 

Further comprising decrypting said content encrypted with said content key using a content key 
recovered from the multiple nested list of decryption patterns (Col 9, lines 26-31). 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
5 Patentability shall not be negatived by the manner in which the invention was made. 



Claims 5-6,13-14,16-17,23-24,32-33,40-41,43-44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Richards in view of Uz, U.S. Patent No. 6,351,538. 

10 

As per claims 5,13,16,23,32,40, and 43, the applicant describes the method of claims 
1,10,19,28,37, and 42, which are met by Richards (see above), with the following limitation which is met 
by Uz: 

Wherein said generating a multiple nested list of decryption patterns comprises encrypting an 
15 entry of the list of update keys using a key that is a combination of a previous update key, a secret key for 
a receiver associated with the entry of the list of update keys, and an index indicating a location in said 
table of secret keys associated with each entry (Uz: Col 8, lines 25-31; Richards: Col 9, lines 12-31); 

Richards discloses all the limitations of claims 1,10,19,28,37, and 42. Richards also discloses 
encrypting an entry of the list of update keys using a key that is a combination of a previous update key 
20 and a secret key for a receiver associated with the entry of the list of update keys. This is done because 
the content key, SK, is an encryption of a previous update key, PK, and a secret key for a receiver 
associated with the entry of the list of update keys, CUSTOMER_CODE. 

Richards fails to disclose an "index indicating a location in said table of secret keys associated 
with each entry". Uz discloses a one way broadcasting system which broadcasts key and content 
25 information for conditional access systems, such as a pay-per-view system. Uz system also discloses the 
use of maintaining key tables. Furthermore, Uz discloses the idea of transmitting an index indicating a 
location in the table of secret keys which can be used to locate keys for decryption. 

It would have been obvious to one of ordinary skill in the art at the time the invention was filed to 
combine the ideas of Uz with those of Richards and incorporate the use of an index indicating a location 
30 in a table of secret keys so that the receiver can use the index to locate secret keys for decryption. 
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As per claims 6,14,17,24,33,41, and 44, the applicant describes the method of claims 
5,13,16,23,32,40, and 43, which are met by Richards (see above), with the following additional limitation 
which is met by Uz: 

5 Wherein an entry in said multiple nested list of decryption patterns includes a predetermined test 

pattern encrypted with the secret keys for a receiver associated with the entry of the list of update keys 
(Col 9, lines 63-67); 

Richards discloses all the limitations of claims 5,13,16,23,32,40, and 43. However Richards fails 
to disclose the use of encrypting the predetermined test pattern with the secret keys for a receiver. As 
10 discussed in the rejection for claim 7, the predetermined test pattern which provides decryption 

instructions for the receiver corresponds to the header of Richards' system which, like the predetermined 
test pattern, provides decryption instructions. In short, Richards' system discloses all the limitations of the 
above claim except for the limitation of encrypting the header information. 

Uz discloses a one way broadcasting system which broadcasts key and content information for 
15 conditional access systems, such as a pay-per-view system. Furthermore, Uz discloses the idea of 
encrypting header information (Col 6, lines 13-14). 

It would have been obvious to one of ordinary skill in the art at the time the invention was filed to 
combine the ideas of Uz and Richards and encrypt the header of information of Richards' system 
because doing so would make the system more secure and less vulnerable to hackers being able to 
20 intercept the broadcast and know information about the data. 



25 



Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Kevin Schubert whose telephone number is (571) 272-4239. The examiner can normally 
be reached on M-F 8:00-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 



Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the organization where 



this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application 
5 Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). 
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SUPERVISORY PATENT EXAMINER 



15 



